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Motivation
Bi-linear pairing

• Vector space V and field K


• Bi-linearity: 
 



Motivation
Cryptographic bi-linear pairing



Motivation
Cryptographic bi-linear pairing



Motivation
Applications in cryptography

 

https://link.springer.com/article/10.1007/s00145-004-0312-y


History

• 1985 (Koblitz, Miller): proposed elliptic curves for cryptography 
 
…


• 1993 (Menezes, Okamoto, Vanstone): Attack on DLP using pairings


• 1994 (Frey, Rück): Attack on DLP using pairings (optimisation) 
 
                                


• 2000 (Joux): One round tripartite Diffie-Hellman protocol


• 2001 (Boneh, Franklin): identity-based encryption protocol


• 2004 (Boneh, Lynn, Shacham): short signature protocol

• 1984 (Lenstra Jr): Elliptic Curve Method (ECM) for integer factoring
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Elliptic curves
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Tate pairing
Divisors



Tate pairing



Tate pairing



(Modified) Tate pairing



(Modified) Tate pairing



Miller loop
(Modified) Tate pairing



(Optimal) ate pairing

Optimal (Vercauteren eprint 2008/096)

https://eprint.iacr.org/2008/096.pdf


Pairing-friendly curves
Miyaji—Nakabayashi—Takano 
MNT

https://dspace.jaist.ac.jp/dspace/bitstream/10119/4432/1/73-48.pdf


Barreto—Naehrig 
BN (eprint 2005/133)

Pairing-friendly curves

https://eprint.iacr.org/2005/133.pdf


Pairing-friendly curves
Barreto—Lynn—Scott 
BLS (eprint 2002/088)

https://eprint.iacr.org/2002/088.pdf


Complex Multiplication Method
CM method



Some newer strange families

• “Optimized and secure pairing-friendly elliptic curves suitable for one layer 
proof composition” EH—Guillevic 2020


• “Families of SNARK-friendly 2-chains of elliptic curves” EH—Guillevic 2022


• “A survey of elliptic curves for proof systems” Aranha—EH—Guillevic 2022


• “Families of prime-order endomorphism-equipped embedded curves on 
pairing-friendly curves” Sanso—EH 2025



Miller loop
Implementation EH—Botrel 2022



Miller loop
Implementation

Projective coordinates

BN06, AKL+11,ABLR14



Miller loop
Implementation

Barreto—Kim—Lynn—Scott

eprint 2002/008

https://eprint.iacr.org/2002/008.pdf


Miller loop
Implementation ABLR14, Scott19



Final exponentiation
Implementation



Implementation
gnark

https://github.com/Consensys/gnark-crypto

https://github.com/Consensys/gnark

https://github.com/Consensys/gnark-crypto
https://github.com/Consensys/gnark


Implementation
Gnark



Implementation
Alternative ways

• Elliptic nets (slow) 


• Cubic bi-extensions (fast?)

https://eprint.iacr.org/2006/392

https://eprint.iacr.org/2024/517

https://eprint.iacr.org/2006/392
https://eprint.iacr.org/2024/517


Funny pairings
Pairings on non-pairing-friendly pairings

Koshelev 2022

Koshelev—EH—Fotiadis 2025



“Proving” pairings aka pairings in SNARK circuit

• “Pairings in R1CS” EH 2023: torus-based arithmetic, affine coordinates,…


• “On proving pairings” Eagen—Novakovic 2024: ~no final exponentiation…


• “Garaga, gnark”: Fp^n arithmetic costs ~as much as Fp arithmetic 

Funny pairings



Thank you

• youssef.elhousni@consensys.net


• TG: @ElMarroqui


• X: @YoussefElHousn3


• GH: @yelhousni


• yelhousni.github.io

https://gnark.io/

https://linea.build/

mailto:youssef.elhousni@consensys.net
http://yelhousni.github.io
https://gnark.io/
https://linea.build/

