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Crypt-o-graphy

- The prefix “crypt-” means hidden 
- The suffix “-graphy” means writing

So, all together it says “hidden writing”



Encryption

Encryptplaintext ciphertext
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Decryptciphertext plaintext

secret key

Alice

Bob



Encryption

Caesar Cipher

Hieroglyphs

Enigma WWII

Current standard

https://cryptii.com/pipes/caesar-cipher
https://en.wikipedia.org/wiki/Enigma_machine
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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Public key 
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Trapdoor function

6895601 = 1931 x 3571    

(public) key(secret) key



Computational complexity



RSA Encryption



End-to-end encryption

- By default
- Closed-source

- By default
- Closed-source

- By default
- Open-source client
- closed-source server

- By default
- Open-source client
- Open-source server



Signature
Alice

Bob

public key P

public key P

secret key s- Only Bob can sign with s 
- Alice (or anyone) can verify with P

(public) key(secret) key



Traditional cryptography
https://cipherchallenge.github.io

TLS_ECDHE_RSA_WITH_AES_128_GC
M_SHA256, 128 bits, TLS 1.2

https://cipherchallenge.github.io


cipherchallenge    .    github     .     io

subdomain parent 
domain

domain 
extension

domain name

- Hosting (server)
- Domain name resolution (DNS)

Websites



cipherchallenge    .    yelhousni    .   eth    .  limo

subdomain parent 
domain

Ethereum 
extension

Ethereum name- Decentralized Hosting (p2p IPFS)
- Ethereum name resolution (ENS)

Decentralized Websites

ENS to 
DNS



Secret sharing:

Secret key s:
s = s1, s2, s3, …, sn

E.g. DNSSEC
root key s
s = s1, …, s7
5/7 keys to restart the internet

Modern cryptography



Multi-party computation

N people sign (collaboratively) a transaction



Fully Homomorphic Encryption



Apple’s Private Nearest Neighbor Search

https://machinelearning.apple.com/research/homomorphic-encryption



Apple’s Private Information Retrieval

https://machinelearning.apple.com/research/homomorphic-encryption



Tiktok’s Private Set Intersection

https://developers.tiktok.com/blog/tiktok-practices-in-privacy-enhancing-technologies



Zero-knowledge proofs



Zero-knowledge proofs

I have a zk proof that
 X sent $Z to Y

I have a short proof that 
the transaction X is correct

|transaction| >> |proof|
https://z.cash
https://www.getmonero.org
https://ethereum.org
https://linea.build 

https://z.cash
https://www.getmonero.org/
https://ethereum.org/en/
https://linea.build


Zero-knowledge proofs
- Free Cryptography library: https://github.com/Consensys/gnark-crypto
- Free ZKP library:  https://github.com/Consensys/gnark
- Playground: https://play.gnark.io/ 

- Factorisation example: http://play.gnark.io/?id=petqlbhyng 

https://github.com/Consensys/gnark-crypto
https://github.com/Consensys/gnark
https://play.gnark.io/
http://play.gnark.io/?id=petqlbhyng


Research

https://yelhousni.github.io/publication/



Cryptanalysis
a.k.a. Attacks

- Underlying math
- Implementation
- Side-channel
- Social/frontend
- Political
- Future

https://eprint.iacr.org/2022/975
https://fahrplan.events.ccc.de/congress/2010/Fahrplan/attachments/1780_27c3_console_hacking_2010.pdf
https://tpm.fail/
https://www.bbc.com/news/articles/c2kgndwwd7lo
https://www.bbc.com/news/articles/cgj54eq4vejo
https://en.wikipedia.org/wiki/Post-quantum_cryptography


Future attacks

Quantum computer

https://security.apple.com/blog/imessage-pq3/



Proof of Attendance 
Protocol (POAP)
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Thank you

yelhousni.eth.limo
linea.build
gnark.io

youssef.elhousni@consensys.net

Telegram: @ElMarroqui
GitHub: @yelhousni
X: @YoussefElHousn3

https://yelhousni.eth.limo/
https://linea.build/
http://gnark.io
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