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-0-graphy

- The prefix “ -" means
- The suffix “-graphy” means writing

So, all together it says “ writing”
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Encryption

ciphertext ——— Bob
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Encryption
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https://cryptii.com/pipes/caesar-cipher
https://en.wikipedia.org/wiki/Enigma_machine
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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Encryption
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Encryption
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- (public) key
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- (public) key

. LN

Trapdoor function

6895601 = 1931 x 3571
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Computational complexity

I N =
| number of humans on Earth

= 16~ distance Earth - Sun in millimeters (149.6 - 10°°)
number of operations in one day on a processor at 2 GHz

- 56 | 2°5% =10%%% || number of operations in one year on a processor at 2 GHz

| Avogadro number: atoms of Carbon 12 in 1 mol

| mass of Earth in kilogrammes

100 | 2'°° =10%" || number of operations in 13.77-107 years (age of the universe)
a processor at 2 GHz

on
| number of molecules of water on Earth
| number of electrons in universe




RSA Encryption

1977, Rivest, Shamir, Adleman
® modulus N = p X q, p, g two distinct large primes
® arithmetic modulo N, in Z/NZ = {0,1,...,N — 1}

The multiplicative group is the set of invertible integers in {1,2,..., N — 1}.
invertible x means gcd(x, N) = 1, x coprime to N.
There are p(N) = (p — 1)(g — 1) invertible integers in {1,..., N — 1}

Hard tasks without knowing p, g if N is large enough:
® computing (p —1)(qg — 1),
e computing a square root v/x = x/2 mod N,

® computing an e-th root x/¢ mod N.
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End-to-end encryption
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- (public) key

g\
S . t
public key P
public key P
- Only Bob can sign with G
- Alice (or anyone) can verify with P -
Bob

(mod p
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Traditional Cryptography

@ Home | Cipher Challenge 207 X +

& C M 25 cipherchallenge.github.io

https://cipherchallenge.qithub.io

cipherchallengequmép.ma ~ $ ~/about ~/talks ~/poap ~/challenges

) TLS_ECDHE_RSA_WITH_AES_128_GC
Cipher Challenge 2025 M_SHA256, 128 bits, TLS 1.2

Cryptography Edition

website @ email B github & linkedin ¢

© Youssef El Housni 2025


https://cipherchallenge.github.io
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We b S i t e S ’ domain name

[cipherchallenge] .

- Hosting (server) J
- Domain name resolution (DNS)

parent domain
domain extension

subdomain

Schneier on Security

Blog Newsletter Books Essays News Talks Academic Ab

Home > Blog

DNSSEC Root Key Split Among Seven People

IP addresses for cipherchallenge.github.io

Our DNS servers responded with these IP addresses when we queried it for the domain cipherchallenge.github.io.

Some DNS servers may return different IP addresses based on your location.

e " IP address Type Hosted b Location
“: O B P ’
- - (o] -e. > 185.199.108.153 IPv4 O Fastly, Inc. United States of America
n -
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Decentralized Websites

- Decentralized Hosting (p2p IPFS) Ethereum name
- Ethereum name resolution (ENS)

< C M ® https://cipherchallenge.yelhousni.eth.limo/

cipherchallengequmép.ma ~ $ ~/about ~/talks ~/poap ~/challenges

[cipherchallenge] : é[yelhousni] . [eth] . (limo

Cipher Challenge 2025 j J j \
Cryptography Edition subdomain — Ethereum ENS to
B extension DNS

0 s 25 bafybeiclwibybzcxnmbudh5xekmvwhgkhfiod7g4arfimhszruévhcpjhi.ipfs.dweb.link
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Modern cryptography

flz)=ay+ax+---+x,2",0; € Z/pZ

Secret sharing:

Secret key s:
s=s1,s2,s3, ..., 8N

E.g. DNSSEC

root key s

s=s1,...,s7

5/7 keys to restart the internet
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Multi-party computation

BYBIT

N people sign (collaboratively) a transaction
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Fully Homomorphic Encryption
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Apple’s Private Nearest Neighbor Search

-04 | 03 | -03 | -05 = +Qp7QSZhatYN7PKwA oﬁ'
: Eval Function

a 1

Homomorphic

4 Global POl Database
Encryption .

Y

Eiffel Tower :
Paris : +TolQn2JLGWOzdIrnA

https://machinelearning.apple.com/research/homomorphic-encryption
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Apple's Private Information Retrieval -,

A

https://machinelearning.apple.com/research/homomorphic-encryption
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Tiktok's Private Set Intersection :

granted
by users

registed by J
other TikTok users | TikTok

phone contacts “ phone numbers
| ¥
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Zero-knowledge proofs

| know the solution to No idea what the solution is
this complex equation but Alice claims to know it

@ Sound: Alice has a wrong solution —> is not convinced.
@ Complete: Alice has the solution —- is convinced.

e Zero-knowledge: does NOT learn the solution.
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" B\ I 'have a zk proof that
sent 5/ to

P
LINnea
| have a short proof that
v the transaction X is correct

[transaction| >> |proofi

https://z.cash
https://www.getmonero.org
https://ethereum.org
https://linea.build



https://z.cash
https://www.getmonero.org/
https://ethereum.org/en/
https://linea.build
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Zero-knowledge proofs

- Free Cryptography library: https://github.com/Consensys/gnark-crypto
- Free ZKP library: https://github.com/Consensys/gnark

- Playground: https://play.gnark.io/
- Factorisation example: http://play.gnark.io/?id=petglbhyng
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https://github.com/Consensys/gnark-crypto
https://github.com/Consensys/gnark
https://play.gnark.io/
http://play.gnark.io/?id=petqlbhyng
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Linea -I 0o " An efficient key recovery attack on SIDH

Wouter Castryck2® and Thomas Decru’

! imec-COSIC, KU Leuven, Belgium
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aka AttaCkS 27th Chaos Communication Congress

- Underving math Console Hacking 2010

- Implementation PS3 Epic Fail

- Side-channel aﬂﬂuerf oW

_ SOCIa|/fI’0ntend bushing, marcan, segher, sven

- Political North Korean hackers cash out hundreds TPM-Fon

- Bl of millions from $1.5bn ByBit hack PM meere Tame o

LotTiCcE ATTACKS

10 March 2025 Share «§  Save []

Apple pulls data protection tool after | e

UK government security row

22 February 2025



https://eprint.iacr.org/2022/975
https://fahrplan.events.ccc.de/congress/2010/Fahrplan/attachments/1780_27c3_console_hacking_2010.pdf
https://tpm.fail/
https://www.bbc.com/news/articles/c2kgndwwd7lo
https://www.bbc.com/news/articles/cgj54eq4vejo
https://en.wikipedia.org/wiki/Post-quantum_cryptography

Linhea’ ) Is Cryptography Safe

Against Quantum Computing?

Safe for now

Prone to Being

Broken Quantum-Resistant
AES-256
SHA-256
ChaCha20-Poly1305

& v

RSA Lattice-based

ECC Zero-knowledge proofs

DHKE QKD (BB84)
AES-128

Embedlab
Pawel Gielmuda

s R IMessage with PQ3: The new
=T 5.8 | state of the art in quantum-
secure messaging at scale

Posted by Apple Security Engineering and Architecture (SEAR)

Quantum computer

https://security.apple.com/blog/imessage-pq3/
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Proof of Attendance
Protocol (POAP)

W VO GO LA FEAGE

Cipher Challenge 2025 -
UMP6 CC

&) Apr12,2025 - Apr13, 2025
® Rabat, Morocco

This POAP proves you have attended the UMP6P CC :

Cipher Challenge in Rabat, 12-13 April, 2025.

Collect this POAP

Mint for free on @ Linea
@ cipherchallenge.github.io By minting this POAP, you accept POAP Inc's
Terms of Service and Privacy Policy
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Thank you

velhousni.eth.limo youssef.elhousni@consensys.net
linea.build
gnark.io Telegram: @EIMarroqui

GitHub: @yelhousni
X: @YoussefEIHousn3 DR
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